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(57) ABSTRACT

It is provided a method for distinguishing between cold boot
and warm boot of a device, wherein the device comprises a
volatile memory containing a flag used for indicating boot
type, the method comprises the step of determining boot type
by reading the flag; wherein, the method further comprises
upon detection of a message indicating occurrence of power
outage, setting data of the volatile memory in such a way that
make the device fail to determine the boot type as warm boot.
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1
METHOD AND DEVICE FOR
DISTINGUISHING BETWEEN COLD BOOT
AND WARM BOOT AND SETTING A DATA TO
MAKE IT FAIL TO DETERMINE THE BOOT
TYPE AS WARM BOOT

This application claims the benefit, under 35 U.S.C. §365
of International Application PCT/CN2011/079688, filed Sep.
15, 2011, which was published in accordance with PCT
Article 21(2) on Jun. 7, 2012 in English and which claims the
benefit of International Patent application No. PCT/CN2010/
001912, filed Nov. 29, 2010.

TECHNICAL FIELD

The present invention relates to electronic device, and
more particularly, relates to a method and a device for distin-
guishing between cold boot and warm boot.

BACKGROUND

Simple network management protocol (SNMP) is a UDP-
based network protocol. It is used mostly in network man-
agement systems to monitor network-attached devices for
conditions that warrant administrative attention. SNMP is a
component of the Internet Protocol Suite as defined by the
Internet Engineering Task Force (IETF). It consists of a set of
standards for network management, including an application
layer protocol, a database schema, and a set of data objects.
SNMP exposes management data in the form of variables on
the managed systems, which describe the system configura-
tion. These variables can then be queried (and sometimes set)
by managing application.

In typical SNMP use, one or more administrative comput-
ers called managers have the task of monitoring or managing
a group of hosts or devices within a network. Each managed
device runs, at all times, a module called an agent which
reports information via SNMP to the manager. Specifically,
the information is reported via SNMP protocol data units
(PDUs). Among these PDUs, a trap is a type of PDU used to
report an alert or other asynchronous event about a managed
device.

When the SNMP is deployed on a gateway, the trap noti-
fication can be used report, e.g. cold boot, warm boot, man-
aged Ethernet switch change, linkup, linkdown, etc.

However, when deploying the SNMP on the gateway, it’s
found that the gateway sometimes cannot correctly distin-
guish between cold boot and warm boot.

SUMMARY

According to an aspect of present invention, it is provided
amethod for distinguishing between cold boot and warm boot
of'a device, wherein the device comprises a volatile memory
containing a flag used for indicating boot type, the method
comprises the step of determining boot type by reading the
flag; wherein, the method further comprises upon detection of
a message indicating occurrence of power outage, changing
data of the volatile memory in such a way that make the
device fail to determine the boot type as warm boot.

According to another aspect of present invention, it is
provided a device for distinguishing between cold boot and
warm boot. The device comprises a volatile memory 302 for
containing a flag used for indicating boot type; a power out-
age capturing module 301 for capturing a message indicating
occurrence of power outage; and a processor 303 for deter-
mining boot type by reading the flag, and responsive to cap-
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ture of the message indicating occurrence of power outage by
the power outage capturing module 301, changing data of the
volatile memory 302 in such a way that make the processor
303 fail to determine the boot type as warm boot.

According to the aspect of present invention, the device can
correctly distinguish between cold boot and warm boot.

It is to be understood that more aspects and advantages of
the invention will be found in the following detailed descrip-
tion of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are included to pro-
vide a further understanding of the, illustrate embodiments of
the invention together with the description which serves to
explain the principle of the invention. Therefore, the inven-
tion is not limited to the embodiments. In the drawings:

FIG. 1 is a diagram showing the hardware connection
according to an embodiment of present invention;

FIG. 2 is a flow chart showing a method for assisting for
correctly distinguishing cold boot and warm boot according
the embodiment of present invention; and

FIG. 3 is a block diagram showing a device for distinguish-
ing between cold boot and warm boot according to the
embodiment of present invention.

DETAILED DESCRIPTION

An embodiment of the present invention will now be
described in detail in conjunction with the drawings. In the
following description, some detailed descriptions of known
functions and configurations may be omitted for clarity and
conciseness.

A cold boot (also known as hard reboot, cold reboot or cold
start) is when power to a device is cycled (turned off and then
on) or a special reset signal to the processor is triggered. A
cold boot may be caused by power failure, which is caused by
accident, or deliberately as the user wants to resume a system
from state of system freeze or critical error.

A warm boot (also known as soft reboot or warm reboot) is
restarting a computer under software control without remov-
ing power. It usually, though not always, refers to an orderly
shutdown and restarting of the machine without removing
power.

In some systems, each time a device boots up, it will
determine which boot among cold boot and warm boot it is
and notify a SNMP managing device of the boot type of this
boot event via SNMP trap.

As an example, in order to assist the judgment of the boot
type, aflag called selftest_flag is setin an allocated area called
prozone in a volatile memory (such as RAM, Random Access
Memory) of a gateway. The prozone is an allocated memory
area for storing system-related parameters, e.g. selftest_flag.
Besides, the prozone employs cyclic redundancy check
(CRC) technique in this example, which means the prozone
contains two parts; one part contains data of the system-
related parameters and the other part contains the CRC check-
sum of the data of the system-related parameters. So the data
accuracy of the prozone can be guaranteed. In this example, a
gateway may have one or more external ports for connecting
the Internet service provider and one or more internal ports
for connecting user devices. The external port may comprise
one or more of XxDSL (adsl, vdsl, shdsl etc.), Ethernet port,
GPON (gigabit-capable passive optical network), UMTS
(universal mobile telecommunications system) etc. The inter-
nal port may comprise one or more of Ethernet port and wifi
(802.11). A solution for judging the cold boot and warm boot
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is as below: When the gateway boots up in cold boot mode,
the gateway will fail to read the selftest_flag because the data
in the volatile memory loses after previous power off. So the
gateway creates the selftest_flag in the volatile memory and
set the selftest_flag to 1 indicative of the cold boot. When the
gateway boots up in warm boot mode, the gateway changes
the selftest_flag to O indicative of the warm boot. The reason
why the gateway does not need to create the selftest_flag in
warm boot mode is that the volatile memory is kept being
powered during the warm boot. So the gateway can tell which
boot type it is by reading the selftest_flag. In this example, we
use the prozone to containing all system-related parameters.
So when the gateway boots up, it checks the CRC checksum
of the prozone. If the checksum is invalid which means the
volatile memory is not provided with powered before the
boot, the gateway would recreate the prozone (including self-
test_flag) and set the selftest_flag to 1. Otherwise, the gate-
way will change the selftest_flag to 0 because the volatile
memory is provided with power before the boot. The gateway
reads this flag, if it’s 1, it sends out a cold boot trap to the
managing system, else a warm boot trap is sent out.

However, the data remanence property of RAM makes
prozone (of course including selftest_flag) readable in the
seconds to minutes after the power has removed. Because the
data of prozone is not lost, when the device is supplied with
power and turned on, the prozone is still checked valid. This
results in that the device mistakes the cold boot for the warm
boot, which is not consistent with the fact.

The present invention takes advantage of dying gasp for
assisting to correctly distinguish between cold boot and warm
boot.

Dying Gasp is a message (or signal) sent by the customer
premises equipment (CPE) DSL device to the digital sub-
scriber line access multiplexer (DSLAM) to indicate occur-
rence of power outage when a power outage occurs. Herein, a
power outage (also known as a power cut, power failure,
power loss, or blackout) is a short-term or long-term loss of
the electric power to an area. A DSL interface with dying gasp
must derive power for a brief period from another source so
that the message can be sent without external power. The
dying gasp message will end the session and a new session
will be able to be made as soon as power returns and the
modem retrains. Dying Gasp is referenced in section 7.1.2.5.3
of ITU-T Recommendation G.991.2 (12/2003) as the Power
Status bit.

FIG. 1 is a diagram showing the hardware connection
according to an embodiment of present invention. When the
gateway is power off, the Broadcom chipset, e.g. BCM96358,
BCM96368, BCM96362 etc., would issue a Dying Gasp
interrupt. The Dying Gasp input is compared to an internal
1.25V reference voltage. This 1.25V reference is derived
from a high-precision, on-chip, band gap reference. It is
stable to 2% across the entire temperature, process and volt-
age range. The temperature range is 0° C. to 70° C. Tolerance
is 1%. The band gap is not actually dependent on voltage
levels and is, therefore, stable across the £5% voltage range.
The hysteresis of the comparator is set to approximately +30
mV. Dying gasp is asserted when the sense voltage on the
DYING_GASP_IN input falls below 1.215V and is deas-
serted when the input rises above 1.282V. Tie to 2.5V when
not used.

FIG. 2 is a flow chart showing a method for assisting for
correctly distinguishing cold boot and warm boot according
to the present embodiment.

In the step 201, the device captures the dying gasp. For
example, when the power of gateway is removed either acci-
dentally or deliberately, the Broadcom chipset would issue a
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Dying Gasp interrupt. The dying gasp interrupt handler of the
device will capture the dying gasp interrupt.

In the step 202, the device corrupts the CRC checksum of
the prozone. The purpose is to make CRC checksum invalid.
For example, in order to corrupt the checksum, the Dying
Gasp interrupt handler increases the CRC checksum of the
prozone by 1. Then when the gateway is power up, the CRC
checksum of the prozone is checked invalid; and the device is
configured to initialize the prozone, and in the initialization
the selftest flag is set to 1, which means that the gateway has
cold boot.

After the gateway boots up, the snmp module reads the
selftest flag, if this flag is setto 1, the snmp will send out a cold
start trap to the target pc. Then the target pc knows the gate-
way boots on a power on.

According to a variant of present invention, the principle of
present invention can be applied to other devices with dying
gasp mechanism for correctly distinguishing cold boot and
warm boot, e.g. set top box, because the RAM of these
devices still has data remanence property.

According to the present embodiment, it uses the selftest_
flag to determine which boot typeitis. The principle is that the
data in the volatile memory written before a boot is still
readable after the boot if the boot is the warm boot, and not
readable if it’s the cold boot. And in order to eliminate the
wrong judgment caused by remanence, the device needs to,
when power outage occurs, change the data so as to make the
gateway fail to read the data or fail to determine the boot as
warm boot. Even if the data is still readable when the gateway
boots after the power outage, the gateway will know the boot
is the cold boot other than the warm boot. As shown in above
example, the change of data can be to corrupt the prozone or
to corrupt the selftest_flag.

In this example, the selftest_flag is placed in the prozone,
and by corrupting the CRC checksum part of the prozone
upon capture of dying gasp, the device can correctly deter-
mine the cold boot, which is otherwise in the prior art solution
possibly mistaken for warm boot. However, according to a
variant, the device can corrupt the data of selftest_flag other
than corrupting the data of the CRC checksum. In addition,
according to another variant, the selftest_flag is indepen-
dently set in the memory, and upon capture of the dying gasp,
the value of the selftest_flag is set to 1.

FIG. 3 is a block diagram showing a device for distinguish-
ing between cold boot and warm boot according to the
embodiment of present invention. The device comprises a
dying gasp interrupt handler 301, a processor 303 and a
memory 302. The memory 302 is used to store an indepen-
dent selftest_flag or a prozone containing the selftest_flag.
The dying gasp interrupt handler 301 is used to capture the
dying gasp interrupt indicative of occurrence of power outage
(the dying gasp interrupt triggers the transmission of dying
gasp message) when power outage occurs, and notify the
processor 303 of the capture. The processor 303 is used to
determine whether a boot is cold boot or warm boot, and
responsive to the notification of the capture modify the data of
selftest_flag or data of the prozone, which will make the
processor 303 determine a boot as cold boot. The data modi-
fication can be as follow. If an independent selftest_flag is
used, the data of selftest_flag is modified to a value indicative
of cold boot; if a prozone is used, the processor 303 can
modified the data of selftest_flag or data of prozone check-
sum to make the prozone checksum invalid.

A number of implementations have been described. Nev-
ertheless, it will be understood that various modifications
may be made. For example, elements of different implemen-
tations may be combined, supplemented, modified, or
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removed to produce other implementations. Additionally, one
of ordinary skill will understand that other structures and
processes may be substituted for those disclosed and the
resulting implementations will perform at least substantially
the same function(s), in at least substantially the same way(s),
to achieve at least substantially the same result(s) as the
implementations disclosed. Accordingly, these and other
implementations shall fall in the scope of the invention.

The invention claimed is:

1. A method for distinguishing between cold boot and
warm boot of a device, wherein the device comprises a vola-
tile memory containing a flag used for indicating boot type,
the method comprises determining, by a processor, boot type
by reading the flag; further comprising, upon detection of a
message indicating occurrence of power outage, setting data
of the volatile memory so the device fails to determine the
boot type as warm boot.

2. The method of claim 1, wherein the setting step further
comprises setting the data of the flag to a value indicative of
cold boot.

3. The method of claim 2, further comprising, upon failure
to read the flag, creating the flag and setting the flag to a value
indicative of cold boot.

4. The method of claim 1, wherein the volatile memory
contains a data area consisting of a first part comprising the
flag and a second part being a cyclic redundancy check (CRC)
checksum of the data of the first part, and the setting step
further comprises setting the data of the data area to make the
CRC of the data area invalid.

5. The method of claim 4, further comprising creating the
data area including the flag and setting the flag to a value
indicative of cold boot when the CRC of the data are checked
as invalid.

6. A device for distinguishing between cold boot and warm
boot, comprising a volatile memory for containing a flag used
for indicating boot type; a power outage capturing module for
capturing a message indicating occurrence of power outage;
and a processor for determining boot type by reading the flag,
and responsive to capture of the message indicating occur-
rence of power outage by the power outage capturing module,
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the power outage capturing module sets data of the volatile
memory whereby the processor does not determine the boot
type as warm boot.

7. The device of claim 6, wherein the power outage cap-
turing module sets the data of the flag to a value indicative of
cold boot upon capture of the message indicating occurrence
of power outage.

8. The device of claim 7, wherein the processor creates the
flag and sets the flag to a value indicative of cold boot if unable
to read the flag.

9. The device of claim 6, wherein the volatile memory
contains a data area consisting of a first part comprising the
flag and a second part being a cyclic redundancy check (CRC)
checksum of the data of the first part, and the power outage
capturing module sets the data of the data area to make CRC
of the data area invalid upon detection of a dying gasp inter-
rupt.

10. The device of claim 9, wherein the processor creates the
data area including the flag and setting the flag to a value
indicative of cold boot when the CRC of the data are checked
as invalid.

11. A method for distinguishing between cold boot and
warm boot of a device, comprising:

reading, by a processor, a flag in a volatile memory for

indicating boot type;

determining, by the processor, boot type based upon the

flag;

upon detection of a message indicating occurrence of

power outage, setting the flag to a value indicative of a
cold boot.

12. The method of claim 11, further comprising creating
the flag and setting the flag to a value indicative of cold boot,
upon failure to read the flag.

13. The method of claim 11, wherein the volatile memory
contains a data area consisting of a first part comprising the
flag and a second part being a cyclic redundancy check (CRC)
checksum of the data of the first part, and setting the flag
includes setting the data of the data area to make the CRC of
the data area invalid upon detection of a dying gasp interrupt.

14. The method of claim 13, further comprising creating
the data area including the flag and setting the flag to a value
indicative of cold boot when the CRC of the data are checked
as invalid.



